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IIpenuciioBue

Hacrosimmii TOKyMEHT SBIISIETCS PYKOBOJACTBOM TI0 UCIIONB30BAHUIO CPENICTBA KPUMTOTPa(UUECKON 3aIlUTHI
napopmarmn «MS_KEY K» (manee «MS_KEY K», USB-token «MS _KEY K») B cucreme 31eKTpOHHOTO
Oankunra «iBank 2». YerpoiictBa «MS_KEY K» nmeror Bapuant ucnonsenus: — USB-TokeH.

B pasmene OOume cBemeHuss mnoapoOHO paccMorpeHo HaszHadeHue USB-tokeHoB «MS KEY K» u
npeacTaBieHa nHGopMays 00 UX COBMECTUMOCTH C Pa3IMYHBIMU ONEPAHOHHBIMHA CHCTEMaMHU.

Nudopmarust 00 ucnonbzoBanun USB-tokenoB «MS KEY K» u HeoOxomumble TeHCTBHUS Ui 00SCIICUCHHMS
UX KOPPEKTHOU pabOTHI IIpencTaBiieHa B pa3aeiax:

* VYcranoska apaiisepa s «MS_KEY K» g Windows;
* Hacrpoiixa 1O mins USB-TokeHOB 1 KapTpuaepoB mis Linux;

* VYcranoBka ApaiiBepa s «iBank 2 Key» s MacOS.

B pasaeie SKCHJ'IyaTaI_II/IH U XpaHCHUC USB-TOKeHOB, OIMIMCAaHbl MEPBI I10 00€eCIIeYCHUIO COXPaHHOCTH U
HAACKHOCTHU DJICKTPOHHBIX YCTpOﬁCTB.

[Mpumenenne USB-tokenoB «MS _KEY K» mpu pabote ¢ cucremoit «iBank 2» moapoGHO paccMOTpeHO B
paszenax:

» Hcnonb3oBanue USB-tokenos «MS KEY K» npu peructpanuu B cucteme «iBank 2»;
* Hcnons3oBanue USB-tokenoB «MS KEY K» npu Bxozae B cuctemy KOpPIOpaTHBHBIX KINEHTOB;
» Anmunuctpuposanue USB-tokeHoB «MS KEY K»;

» TloarBepxkaeHue qokymMeHTOB B Internet-baHKuHTe 711 YACTHBIX KJIMEHTOB.
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Oo0mmue cBeneHus

USB-tokensl «MS_KEY K» renepupyror wiroum DI BHyTpH cels, oOecneynBaioT HMX 3allHIICHHOE
Heu3BJIekaemoe xpanenne u Gpopmupyrot Ol mox amekTpOHHBIMU JOKyMEHTaMHU BHYTPH yCTPOMCTBA.

I'maBroe moctomHcTBO «MS KEY K» — 3amummeHHoe XpaHEHHE M HEW3BIEKAaeMOCTh (HEBO3MOXKHOCTH
cuuthiBanus) katoua DI1. Hu pazpaboruuk, HU Blajesiell, HA 3II0YMBIIUICHHUK HE MOTYT HUKAaKUMH CIIOCO0aMu
cuntats kiod OI1 u3 ycrpoiicTsa.

B «MS_KEY K» peanuzoBansl cieayronme Kpuntorpapuaeckie QyHKIIH:

* amnmaparHblid KpUNTOrpaduIeck CTOMKHI TeHepaTop CIy4aiHbIX YHCET;

* reHepauus kimoda I11 u kinroua nposepku I11;

* (opmuposanue u nposepka 11 mo TOCT P34.10-2001 (annunTuueckue KpUBbIE);
* reHepauus KIodel mudpoBaHus;

* mudpoBanue u pacmudposanue B coorserctBuu ¢ [OCT 28147-89;

* ¢dopMHpOBaHHE W TMPOBEPKAa MMHUTOBCTABKH (IIOCIIEIOBATEILHOCTH JAHHBIX (PHUKCHUPOBAHHOW [IIMHEI,
MOJTy4aeMOH 110 OIpeeIEHHOMY TPaBUITY M3 OTKPBITHIX JAHHBIX H CEKPETHOTO KJIoua U T00aBIsieMOi K
JAHHBIM IS 00SCIIeYeHUS UMHUTO3aIuThI) B cooTBeTcTBHH ¢ 'OCT 28147-89;

* BbIUKCIEHHE Xell-QpyHKyH B coorBeTcTBUU ¢ [OCT P34.11-94.

®opmupoanue 11 B coorBercTBuM ¢ ['OCT P34.10-2001 mpoucxoauT HEMOCPEACTBEHHO BHYTPH TOKEHA: Ha
Bxox «MS KEY K» npuHHMMaeT 31eKTpOHHBIA TOKYMEHT, Ha BbIxojie BelaeT OIl mox naHHBIM TOKYMEHTOM.
[pu aTom Bpems popmuposanus D11 menee 0,5 cek.

B «MS KEY K» umeercs 3ammimieHHas oOnacTh MaMATH, TO3BOJIAIONMAS XpaHUTh a0 34-x kmouen Ol
OTBETCTBEHHBIX COTPYIHUKOB OJJHOTO FIITN HECKOJIIbKUX KIIMEHTOB.

oanepxka «MS_KEY K» BcTpoeHa B kineHTCKHe MOAynH Internet-bankunra (java-ammuiet, web-untepdeic),
PC-bankunra, Llentpa ¢unancoBoro xoutponsa, KopnoparneHoro aprokianeHTa. BosMoxkHa ogHOBpeMeHHAs
pabota cpasy ¢ HeCKOIBKHMU MOAKIIOYEHHBIMH K KOMITBIOTEPY YCTpOHCTBaMu (akTyaiabpHO npu padote ¢ L{DK).

Hcnonp3oanne USB-Tokena «MS KEY K» menmaeT mpuHIMITHATFHO HEBO3ZMOXKHBIM XHIIeHHE Kitoueh OII,
HCITOJIB3YEMBIX TIPH padoTe B CHCTEME JIEKTPOHHOTO OaHKWHTA «iBank 2.

Oo0mme cegennst 0 USB-tokenax «MS_KEY K»

USB-token «MS KEY K» — arto anmaparHoe USB-ycTpoiicTBO B KOMIAKTHOM IIJIJACTUKOBOM KOpITyCe,
coctosiee u3 USB-kapTpuaepa u 3amuiieHHoro kaprounoro MukpokoHTposuiepa NXP PSCCO81 (cwm. puc. 1).

Pazpabotunkom ycrpotictBa siBisieTcst kommaaust OO0 «MynbsrrcodT CrcreMsy.

Puc. 1. USB-Token «MS_KEY K»

«MS_KEY K» crpoutcs Ha 6a3e kaprounoro mukpokonTposuiepa NXP PSCCO081 ¢ onepaimonHo# cuctemoint
«Burpun» (VIGRID — Verification Interoperability GRID ) Bepcum 1.0.

B ocHOBY mpuHIUIIOB (h)YHKIIMOHHPOBAHUS KAPTHI U ONEPAIIMOHHONW CHUCTEMBI TOJIOKEHbI CTAHIAPThI CePUH
ISO 7816-4,8,9 (TOCT P UCO/MDK 7816-4,8.9).
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YerpoiictBo «MS_KEY K» ceprudpummposano kak CK3U no kmaccam KC1 u KC2 u umeer ceprudukar
coorBercTBUA PCB PO No CD/124-2673 ot 30.07.2015 1. (meiictByer o 01.08.2018 ).

USB-tokenst «MS_KEY K» npennasznadens! ast paboThl Ha cnenyronux miardpopmax: MS Windows XP/2003/
Vista/2008/7/8/8.1/10, GNU/Linux, Mac OS X.

B cucreme «iBank 2» nonnepsxusaercs padora USB-tokenoB «MS_KEY K» B crienuanbHoil koHGUrypauuu,
NpeAHA3HAYCHHOW AJIs1 HCIIONb30BaHMs HCKIIIOUUTEIBHO B cucTeMe «iBank 2».

Kommanus « BUDOUTH coracoBana nanHyto KoHpurypamuio ¢ mpousBogureiaem USB-tokeHoB «MS_KEY K»
000 «Mynsrucodt Cructemsy», BCTpOHIIa NOAIEPKKY KOHDUTYpalun B cucteMy «iBank 2», mpotectuposana
cucremy «iBank 2» Ha npeamet coBmectumoctd ¢ USB-tokenamu «MS_KEY K» B nannoii koHdurypamu
U OCYLISCTRISACT MoaaepKy B cucreme «iBank 2» USB-trokenoB «MS KEY K» Tonmbko B crenuanbHOR
KoH(pUrypanuu.

B Hacrosmee Bpemsi B cucteme «iBank 2» peanmsoBana moapgepxkka USB-tokenoB «MS KEY K» co
crennalbHON KOH(UTypaluel, NpuoOpeTeHHbIX Yyepe3 aBTopu3oBanHoro nocrasmuka OO0 «BUDUT Mlara

CexbIopUTH» C OTpaHUYCHUEM OOJIAaCTH TpUMeHeHHs NaHHBIX USB-TOKEHOB TOJNBKO B COCTaBE CUCTEMBI
«iBank 2».

UcnonezoBanne USB-TokenoB «MS KEY K» ¢ MHBIMH KOHQHUTYpaLUsIMH 1/HIIX TPUOOPETCHHBIX Yepe3 He
AaBTOPHU30BAHHBIX MOCTABIIUKOB HEBO3MOXXHO BBHy OTCYTCTBHUS HOAJNEPKKH pabOTBHI TaKUX YCTPOMCTB B
cucreme «iBank 2».
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IMoaroroBka «MS_KEY K» k padore

Yceranoska apaiisepa aias «MS_KEY K» nois Windows

«MS_KEY K» He TpeOyeT ycTaHOBKH JpaiiBepa Ha COBPEMEHHBIX OINEpPAlMOHHBIX cucTemMax Windows, Tak
Kak paboraet uepe3 crangaptaeiii CCID-apaiiBep. YcranoBka apaiisepa mist pabotel ¢ «MS_KEY K» moxer
noTpeboBaTbes Ha onepaoHHbIX cuctemax Windows 2003 u npeaplaymux BepCuii.

Buumanue!

HpaiiBep mnpennaszHaueH g Tpex TumnoB ycrpouctB: «MS KEY K», «Tpactckpun Bepcus 1.0» u
«iBank 2 Key». Ha3anue nociensero Oyaer 0ToOpaxaThCsl PH YCTAHOBKE B 3ar0JIOBKaX OKOH.

Hpaiisep g «MS_KEY K» ycTtanaBauBaeTcs 10 NOAKIIOUEHUS yCTpoiicTBa. Bo BpeMst ycTaHOBKU ApaliBepa

BCC MPUIOKCHUA HNOJIKHBI OBITH 3aKpPbITBI BO M30€KaHUe OIIHOKH pa3aciaCHus (baﬁHOB. I[J'IH YCTaHOBKHU
ﬂpaﬁBepa IIOJIB30BAaTCIIO HeO6XO,I[I/IMI>I npaBa aAIMUHUCTPATOPA CUCTEMBEIL.

Bo n3bexanue ommoOoK MpH yCTaHOBKE JpaiiBepa He MPOU3BOIUTE YCTaHOBKY Yepe3 Remote Desktop Protocol.

st ycTaHOBKH JpaiiBepa ckauaiite ¢ caiita 6anka uin ¢ noprana «iBank2.RU» ycranoBouHsli ¢aiin:

e U1 64-OMTHBIX CUCTEM

https://ibank2.ru/drivers/iBank2Key-Driver-Windows-x64-1.11.exe (2,8 M6)

e U1 32-OMTHBIX CUCTEM
https://ibank2.ru/drivers/iBank2Key-Driver-Windows-x86-1.11.exe (2,7 M6)

3amycTuTe oMy4eHHbIH (aiin. Ha sxpaHe mosBUTCS OKHO BBIOOpA A3BIKA YCTAHOBKH (CM. pHC. 2).

iBank Z Key Driver 1.11 - Installshield Wizard |

BLIGEpMTE HYKHEIN ASEIK W3 CNMCEA.
=2

Puc. 2. OxHo «BbIOOp SI3bIKA YCTAHOBKID)

Bri0epuTe TpeOyeMblii sI3bIK yCTaHOBKY 1 HaxkmuTe KHONKY OK Ju1s epexojia K Ha4aabHOMY OKHY TPOTPaMMBbl
YCTaHOBKH JpaiiBepa (cM. puc. 3).

{5l iBank 2 Key Driver 1.11 - InstallShield Wizard

Bac npvEETCTEYET NPOrpamMmMa yCTaHOBHM
iBank 2 Key Driver 1.11

iBank 2 Key Driver 1,11 GyAeT yCTAHOENEH Ha E&W
KOMNEHTED, HakmuTe "Janee” AN npoaon#eHHA MK
"OTMEHE" ANA BEIX0AE MZ MPOrPEHHES YT SHOEKH,

< |Hasaa OTMEHA

Puc. 3. Hauya;ibHOe OKHO NPOrpaMMbl YCTAHOBKHM ApaiiBepa

Jist mpoooIKeHNs U Mepexoia K OKHY BBIOOpa KaTajiora yCTaHOBKH JpaiiBepa (cM. puc. 4) HaKMHUTE KHOTIKY
Janee.
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i'é‘u iBank 2 Key Driver 1.11 - Installshield Wizard

Manka yCraHoBKW i
Hawmmre "Aanes", 4tobbl YCTEHOEMTE B BEIDPAHHYHD Nanky, HawmMuTe

"MzMeHMTE", 4TOOEI BEIGPATE APYTYHD NaNKY AMNA YCTAHOBKH,

YWCTaHOBHTE iBank 2 Key Driver 1.11 &
—__/ HaMEHHTE. ., |
C:\Program Files\BIFIT\iBank 2 key Driver 1,113

Installshield

= Hazaa OTHMEHA

Puc. 4. Oxno «Ilanka ycTaHOBKH»

[To ymomuaHuro KaTanor yCcTaHOBKH JipaiiBepa mpemnaraercs — C: \Program Files\BIFIT\iBank 2 Key
Driver 1.11\ Jlng u3MeHEHHUs Karajora YCTAaHOBKH Ha)XMHTE KHONKY U3MeHUTHh U yKaxute Tpedyemoe
MECTO.

Jnist mpomoKeHusl U Iepexoia K OKHY BBIOOpa THIIA YCTaHOBKH (CM. PUC. 5) HaKMHUTE KHONIKY Jlasee.

{5l iBank 2 Key Driver 1.11 - InstallShield Wizard

THN YCTAHOBKW
Erifiop Hambonee NOAX0AALLEr D THNA YCTAHOBKH, -

BriGepHTE THN YCTAHOEKH,

By AT YCTSHOENEHE! BCE KOMNOHEHTEI NPOrpanteEl, (TpedyeTcA
OONBIWE MECTA HA AMCKE, )

" Boifopounan

BriGop He06X0,AMMEIX KOMIOHEHTOE NPOrpaMMEl M NankH, B
KOTOPYH OHK By AT YCTAHOENEHE!. PACCHHTEHE Ha OnbITHE!X
NONE30EATENER,

Installzhield

= Hazaa I fanee > I OTMEHA

Puc. 5. Oxno «Tun ycraHoBKH»

B okne Tunm ycranoBku nocraBbTe (uiar Hanpotus 3HaueHus [loanasi (BbiGopouHas npeaHazHadeHa A
YCTaHOBKH OT/ICIBHBIX KOMIOHEHTOB «iBank 2 Key») .

Haxwmure xHoTIKy Jlajiee s mepexosa K CIeayomeMy OKHY YCTaHOBKH IPOTPaMMEI (CM. puc. 6).

i'é‘u iBank 2 Key Driver 1.11 - Installshield Wizard

YCTaHOBKa NPOrpaMMbl 7y
L]

MNporpaMMa raTosa K Ha4any YoTaHOBKH,

HammHTe KHOMKY "¥CTaHOBMTE", 4ToBEI HAYaTE YETSHOBKY .

Yr1ofb! NPOCMOTRETE MM H3MEHMTE NAPaMETPE YCTAHOBKH, HaxmHTe "Hazan", Hawmmte
"OTHEHE" ANA BBIX0AA M3 MPOrPaMHE! YCTSHOBKH,

Installshield

< Hazaa OTHEHS

Puc. 6. Oxno nporpaMmbl yCTAHOBKH JpaiiBepa
st mpoioyKeHus1 yCTaHOBKH JIpailBepa HaKMUTE KHOIIKY YCTAHOBUTD.

Jlasiee HEOOXOMUMO JOXKIAThCS OKOHYAHUS YCTAHOBKH KOMIIOHEHTOB JipaiiBepa (CM. puc. 7).
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i'é‘u iBank 2 Key Driver 1.11 - Installshield Wizard

Ycravoeka iBank 2 Key Driver 1.11 i
L]

¥CTaHOBKA BbIEDaHHbIX EOMAAHEHTOE NpOrpaMMel,

Ao AMTECE OKOHYSHHA YCTaHOEKH iBank 2 Key Driver 1,11, 3To momeT
33HATE HECKOMEKD MHHYT.

COCTOAHHE!

Installshield

= Hazan | Janee = | g

Puc. 7. YecraHoBKa He0OXOQUMBIX KOMIIOHEHTOB ApaiiBepa

B ¢unansHOM OKHE MporpaMMBbl yCTaHOBKH JipaiiBepa (cM. puc. 8) Juis mpocMoTpa daiiia readme nocraBbsre
(hnar B mone [loka3zars (aiin readme, 17151 mpocMoTpa )KypHaia yctaHoBKY — [loka3aTh :KypHAaJI YCTAHOBKH.

Haxmute kHomky IoroBO 1 BhIXOJAa M3 IpOrpaMMbl yCTaHOBKM ApaiiBepa. Ilocie ycraHoBkM Bam
HEOOXOOMMO Mepe3arpy3uTh Balll KOMIIBIOTEP Il OOHOBJICHUS CUCTEMHBIX (aiioB.

{if iBank 2 Key Driver 1.11 - InstallShield Wizard

¥cCcraHoBra JaeepuieHa

iBank Z key Driver 1,11 Bbin YCNEWHO YCTAHOBNEH Ha BAW
KOMMEROTER, HasmnTe "ToToE0" ANA BBIXOLA HE MPOTDAMHE!
YCTAHOBKH,

[V MNokasaTe haiin Readme

[V MokazaTe soypHan yoTaHOEKH

loToEa i OTHEHE

< Hasaa

Puc. 8. OxHo 3aBepuIeHHs NPOrpaMMbl YCTAHOBKH JpaiiBepa

Hacrpoiika 1O xas USB-TokenoB ams Linux
s pabotet USB-TokenoB «MS KEY K» B cpene Linux BBIIOIHHUTE CICAYIOUINE ICHCTBUS:

1. Ckauaiite c caiita Oanka winu ¢ oprana «iBank2.RU» apxwuBs:
e IS 64-OMTHBIX CUCTEM
https://ibank2.ru/drivers/iBank2Key-Driver-Linux-x64-1.08.sh.gz (154 K0)
e U1 32-OMTHBIX CUCTEM
https://ibank2.ru/drivers/iBank2Key-Driver-Linux-x86-1.08.sh.gz (138 K0)

2. Tlpoepsre Hammume 3amymieHHoro aemona pcscd (PC/SC Smart Card Daemon) mis pesc-lite
(mporpammMHOe oOecrieueHue s T0CTyMna K cMapT-KapTam) u oubnunoreku libccid

3. PasapxuBupyiiTe apxWB U 3amyctuTe Ckpunt iBank2Key-Driver-Linux-***,sh, rge *** —
0003HaYCHNE Pa3psTHOCTH apXHUTEKTYphl ONEPAIMOHHON CHCTEMBI. B pe3ynbsraTe MCIOTHEHUS CKPHIITA
O6ubMoTeKkn 1 KOHPUTyparoHHbIe (haiinsl, Heooxomumsbie i padboTel «MS KEY K», OymyT ckonmpoBaHb!
U3 apXuBa B TpeOyeMbIe KATaIOTH.

Yeranoska apaiisepa aas «MS_KEY K» piis MacOS
s pabotet USB-TokenoB «MS_KEY K» B cpene MacOS Ttpebyercs yCTaHOBUTH JipaiiBep.
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Brnumanue!

HpaiiBep mpemHasHadeH mis Tpex THMOB ycTpoicTB: «MS KEY K», «Tpacrckpua Bepcus 1.0» u
«iBank 2 Key». Ha3zBanue mocnemtero OyaeT oToOpakaThCsl IPH YCTAaHOBKE B 3ar0JI0BKaX OKOH.

[HpaiiBep USB-tokena «MS_KEY K» ycranaBnuaeTcs 10 MOJKIIOUEHHS YCTpOICTBa.

Jnist ycTaHOBKH JipaiiBepa cKauaiiTe yCTaHOBOYHBIN (aiin ¢ moprana «iBank2. RUy:
https://ibank2.ru/drivers/iBank2Key-Driver-MacOSX-2.25.pkg (255 Ko6aiit)

3amycrure wunHcramnsarop iBank2Key Driver Ha okpane oroOpa3uTcsi cTapToBO€ OKHO HHCTAJLISITO-
pa (cwm. puc. 9).

O e YcTaHoeka: iBank 2 Key Driver ]

Oobpo noxanoeaTb B YeTaHoswmk «iBank 2 Key Drivers!

BeegexHue

Ha Baw xomnsioTep Byper ycraHosned apaisep

PaameweHwe s
ey USB-TokeHoe v cmapT-KapT "iBank 2 Key".

Tun ycTaHOBKM
YeTaHoeka

O6zop

MNpoaonXuTE

Puc. 9. Oxno «BBenenune»

s mpoJomKeHusl ¥ Iepexofia K Iiary BeIOOpa TuIa YCTaHOBKH IpaiiBepa (cM. puc. 10) Ha)XMHUTE KHONKY
pononxurs.

[ ] w YcTanoeka: iBank 2 Key Driver ]

BoiGop MecTa YCTEHOBKW

BeeneHxwve Kakum 06pa3zom Bel XOTWTE YCTaHOBWUTE aTo MO?
PazameweHue
TWN yCTaHOBKM - -

. YCTEHOBWTbL ONA BCEX NONb3OBATENEW KOMMbIoTEPa
YCcTaHoBKa
OBaop

YCTaHOBMTb TONBKO 018 MEHA

Ina ycTaHoekw storo MO Tpebyetca 248 KB ceoboaHora mecTa.

Bbl pelwnng ycTaHoeuTs 310 MO ons Bcex NoNb30BaTENen 3TOTO
KOMMNBHTEPA.

MpogonxuTb

Puc. 10. OxHo «Pa3Melnenue»



https://ibank2.ru/drivers/iBank2Key-Driver-MacOSX-2.25.pkg
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Jns onpeneneHus CHHUCKA IOJb30BaTeNeH, Ui KOTOPHIX HEOOXOOMMO YCTAaHOBUTH JIpalBep, HAXKMHUTE Ha
COOTBETCTBYIOIIYIO CTPOKY OKHA.

Jist mpomoiKe sl U Tiepexo/ia K mary BeIOOpa MyTH ISl YyCTaHOBKH JipaiiBepa (cM. puc. 11) Ha)XMUTE KHOTIKY
IIpoxonxkuTh.

[ ] ws YoTadoeka: iBank 2 Key Driver [a]
CTaHgapTHan ycTaHoBka Ha «HDD=»

37a ycTaHoska 3aimer 248 KB Ha oucke.
Baenexwe
PaamelleHue HaxmMuTe «YCTaHOBUTE® ONA BEINONHEHWA CTaHOapTHOK
YCTaHOBKMK fdaHHoro MO gna ecex Nons3oBaTenei aToro
KoMnbioTepa. Boce Nnons3oBaTeny KOMNbIOTEPE CMOTYT
VeTaHoBKa NoNbL30BaTECA 3TKM MO,

THn yeTaHOBKM

Qbaop

M3MEHUTE pPa3MELLEHWE YCTEHOBKM...
Haaag YeTaHoBMTE
Puc. 11. OxHo «Tun ycranoBku»

st u3MeHeHus: MyTH K KaTajory YCTaHOBKM Ha)XMHUTE KHONKY M3MEHMTh pa3MelieHMe YCTAHOBKMH... U
YKaXHUTE TPeOyeMBbIil My Th.

HaxmuTte KHOTIKY YCTaHOBHTH JUTsI BRITIOJTHEHHUS CTAHIAPTHOM yCTaHOBKY JipaiiBepa. Ha sxpane oroOpazurcs
nHpopMaIMsT O XOJe MpoIecca YCTaHOBKU (CM. puc. 12), mocie 3aBepiieHHs KOTOPOM HEOOXOIUMO
repe3arpy3uTh KOMIBIOTED JUII OOHOBIICHUSI CUCTEMHBIX (aitnoB. /st aToro Haxkmute kHonky Ilepe3arpy-
3uTh (cM. puc. 13).

w YcTanoeka: iBank 2 Key Driver ]

YcraHoeka: iBank 2 Key Driver

Baenexwe
PasmeweHme
TN YCTAHOBKHM

YcTaHoBKa OyncTKa...

O6aop

Puc. 12. OkHO «YCTaHOBKa»

10



PyxoBoncTBO 10 pabote co cpeacTsom kpurnrorpadudeckoit 3amutel nHpopmarmn «MS_KEY K»

[ ] s YcTaHoBka: iBank 2 Key Driver =
YcTaHOBKa YCNelwHo 3apeplleHa.
BeepeHwe
PasmeweHme

TN YCTAHOBKHM

YcTaHoBKa

0630p YcTaHOBKa NpoLusia ycnewHo.

MO ycnewHo ycTaHoBNeHo.

Haxxmute «Mepesarpy3nTe» A8 3aBeplUeHUS YCTaHOBKM.

Puc. 13. OxHo «OG630p»

Juis koppekTHO# paboThl java-ammieToB cucteMbl «iBank 2» B cpeme MacOS HeoOXOAMMO HCIIONB30BaTh
Bepcuto Java 8 u BbILIE.

Bri6op Bepcuu Java ains MacOS ocymiecteisiercs B Finder/Mporpammbl/Cnyxe6bHble nporpammbl/Java/
HacTpoitkn Java (cwm. puc. 14).

E OcHosube | besonacHocts | Cets | JLONONHWUTENLHO 1

3anyckaTb annaeTsbl: 8 B cobcTeeHHOM Npouecce

() B npouecce Gpay3epa

CraHgapTHelia, Bonee COBMECTUMEIRA

Mporpammel Java, annnetsl 1 MHCTPYMEHTE KOMaHAHOW CTPOKW UCMOAL3YIOT 3TOT NOPSACK A8 ONPeAeneHua Nepeoi
COBMECTUMOR BEPCHN.

Bkn. | Mma MocTaBw K Tun LN Bepcua
a Java S5E 7 Apple Inc. 64-6UT 1.7.0_24-b07-334
a Java S5E 7 Apple Inc. 32-6ut 1.7.0_24-b07-334

M3MeHUTE MOPAS0K NMEPETATVEAHWEM

(" Napametpel... ) ( HacTpoiku No yMon4aHuio )

B Bpay3epax U NnporpaMmax Java M3MeHeHWa BCTYNAKT B CUY NPW CAELYIOWLEM DTKPBITHW.

Puc. 14. OxHo «Bb16opa Bepcun aniieToB Javay

IMepen nagamom padotsl ¢ USB-TokeHOM B HacTpoiikax Opaysepa Safari pasperiute 3amyck miaruHa Java B
Hebe3omacHoOM pexkume. B mpotusHoM ciydae USB-TokeH He OyaeT ompeaeseH CHCTeMO# min OyaeT paboTarh
HekoppekTHo. J[ast 3TOoro B HacTpoikax Opaysepa mepeiimute B pasaen besomacHocth. Ha manenu criesa
BbIOepuTe MyHKT Java W B BbImajamomnieM crucke moist [Ipu mocenmeHun APyrux BeG-cadToB yCTaHOBHUTE
3HaueHUe 3amyCTUTh B HeGe30MacHOM pexkuMe. B MOSBUBIIEMCS OKHE-TIPSIYTIPEHKACHIUH HAKMHUTE KHOTIKY
Hosepsats (cM. puc. 15).
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PyxoBoncTBo 1Mo pabdote co cpeactBom Kpurnrorpaduueckoit 3ammutel nHbopmarmn «MS_KEY K»

Bbl ASHCTBMTENBHO XOTUTE paspellnTs BceM seb-caiTtam
3anyckaTk NAarvH Java s HeGelonacHoM pexume?

ﬁ 3anyweHHble B HebesonacHomM DEXHME NAArKHHBE MOTYT NOAYYKHTE OOCTYN K
Balwmm AWYHBIM OAHHLIM W JOKYMEHTAM.

? | Dosepste | [ OTMeHMTL ]

Puc. 15. Ilpeaynpexaenue 06 akTHBAUUH HeGE30IACHOTO PesKMMA




PyxoBoacTBo 1o pabdote co cpeactBom kpurrtorpadudeckoit 3amutsel nHbpopMmammn «MS_KEY K»

Pat6ora ¢ «MS_KEY K»

Ixcnyaranus u xpanenne USB-ToxkeHoB

USB-TOKEHBI SIBISOTCS 1yBCTBUTEILHBIME 3JICKTPOHHBIME YCTporicTBaMu. [Ipn WX XpaHEHUH B SKCILTyaTaluu
TT0JTB30BATEII0 HEOOXOIUMO COOJTIONATE PSI MMPABUI M TPEOOBAHHMIA.

CJ'IC):[y}OIIII/IC IMpaBuJia 3KCILUTyaTalluu U XpaHCHUS obecmeuar JIINTEIbHBIN CpOK CJ'Iy>K6I:I USB-TOKGHOB, a TaKKe
COXpPaHHOCTb KOH(I)HI[GHHH&HBHOIZ I/IH(l)OpMaHI/II/I IIOJIB30BaTCIIA.

* Heobxonumo obeperatb USB-TOKEHBI OT CHIBHBIX MEXaHMYECKHX BO3ACHCTBHUI (MTaJE€HUS C BBICOTEHI,
COTpsICEHMs], BUOpAIUH, yAApOB U T.I1.).

* USB-ToKeHBI HEOOXOAMMO OOeperaTh OT BO3ICUCTBHSI BBICOKMX M HU3KHX Temrieparyp. Ilpm peskoit
CMEHE TeMIlepaTyp He pEeKOMEHIyeTcs WCIoiib3oBaTh USB-TokeH B TeueHHE 3 9acoB BO HM30EKaHWE
TTOBPEXKICHNN M3-32 CKOHICHCHUPOBAHHON Ha JJIEKTPOHHOW cxeMme Biaru. HeobxommMo obOeperarb
YCTpPOMTBA OT MOMAaJaHMsI HA HUX MPSIMBIX COTHEYHBIX JTy9eH.

* Heob6xonumo obeperarb USB-TOKEHBI OT BO3/ICHCTBUS BIIard M arpECCUBHBIX CPE/I.

* Henomryctumo Bo3zaeiicteue Ha USB-TOKEHBI CHITEHBIX MAaTHATHBIX, 3JICKTPUICCKUAX WITH PATHAIIMOHHBIX
TT0JICH, BEICOKOTO HAMPSKEHHS M CTATHISCKOTO DIICKTPUYECTBA.

* [lpu noaxmouennn USB-TokeHa KOMIBbIOTEPY HE NMpHIaraiTe U3NMUIIHUX YCHUIHHN.

* USB-tokeH B Hepabodee BpeMs He0OXOIUMO BCETIIA IEPKaTh 3aKPHITHIM BO M30€KaHWE MMOTagaHus Ha
pazsem USB-TokeHa mbuty, Tpsi3u, Biard u T.0. 1Ipu 3acopennn pazpbemMa TOKeHa Hy>KHO PHUHSITH MEPHI
JUTSL €TO OYMCTKH. J{JIs1 OY4MCTKH KOpITyca M pa3beMa MCTIOIB3YHTE CyXylo TKaHb. Mcronp3oBaHue BOJBI,
pacTBOpHUTENEH U MPOUUX KUJIKOCTEN HEOMYCTUMO.

* He nomyckaercs HenpepreiBHOEe QyHKIHoHNpoBaHue USB-TokeHa Gonee cyTok (24 yacoB).
» He pazoupatite USB-TOKeHBI, TaKk KaK 3TO BEACT K MOTEPE TapaHTHH!

* HeoOxonnmo n3berars CKauKOB HAMPSHKEHUS! TUTaHUs KoMITbloTepa 1 USB-MIMHBI Y MOAKITIOYEHHOM
USB-nopre, a Takxe He usBnekars USB-token nu3 USB-nopra Bo Bpems 3a1cH U CAUTHIBAHMS.

* B ciydae HeMCnpaBHOCTH WITH HEMPABMIIBHOTO (yHKITMOHHpoBaHUs USB-ToKeHOB 0OpamanTech B Baml
OaHK.

Buumanue!

1. He mepenasaiite USB-Tokens! TpeThbiM uiam! He cooOmiaiiTe TpeThiM JIHLAM MApoiu oT Kirodeid JI1!

2. llopkmouaite USB-TOKEH K KOMITBIOTEPY TOJIBKO Ha BpeMs paboThI ¢ cucteMoii «iBank 2.

3. B cuyuae yrepu (xurienus) wiu nospexacaus USB-TokeHa HEMEUICHHO CBS)KUTECH C BAIlIUM OAHKOM.

HUcnoas3oanune «MS_KEY K» npu perucrpauuu B cucreme «iBank 2»

[Iponecc mpeaBapuTeNbHON PETHCTPALIMU KOPIIOPATUBHBIX KIMEHTOB OCYIIECTBISIETCS B COOTBETCTBYIOLIMX
APM (Internet-bankunr (Java), Perucrparop anst xopmoparuBHbIX KineHToB (Web), PC-bankunr, LIDK-
Omnnaiin), OGaHKOBCKMX COTpYIHHKOB — B APM «Peructparop nms OaHKOBCKHX COTPYZHHKOBY». Jlist
OCYILIECTBIICHUS PETHCTPALIUH MOJKITIOUNTECH K IHTepHeTY, 3amycTute Web-0pay3ep 1 nepeidAnTe Ha CTpaHHILy
JUISL KIIMEHTOB WJIM AJIsl COTPYIHHUKOB OaHKa cucTeMbl «iBank 2» Bamero 6aHka.

Ha cTtpanume BXoja KIIMEHTOB, COTPYIHUKOB OaHKa cucTeMbl «iBank 2» BeiOeprnTe HEOOXOMWMBIA ITyHKT:
OobcayxuBaHue KOpnopaTuBHbIX KiIueHTOB. HoBast Bepcusi, O0c1y:kxuBaHNe KOPIOPATUBHBIX KJINEHTOB,
enTp punancoBoro KOHTPoOJsi OHIIANMH.

Ha crpanune Bxoma coTpyaHukoB OaHka cucteMbl «iBank 2» BweiOepure mynkr IlpenBapurenbHasi
perucTpaunus 6aHKOBCKHX COTPYIHHKOB.
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PyxoBoncTBO 10 pabote co cpeacTsom kpurnrorpadudeckoit 3amutel nHpopmarmn «MS_KEY K»

B pesynbrare 3arpy3utcsi COoTBeTCTBYOINNA APM.
Monxmrounte USB-Token «MS_KEY K» k USB-nopty kommnsiorepa.

[poiinnTe Bce sTambl perucrpanuu. Ha BochMOM Imare (KOPIIOpPAaTHBHBIM KIIMEHT) WIM Ha YETBEPTOM
mare (OaHKOBCKHMH COTPYIHHK) B KadecTBe XpaHWIHUIIA KIFOYeH BHIOEPHTE M3 CITUCKA MYHKT ANMapaTHoe
yerpoiictBo (cm. puc. 16, puc. 17).

i Ban k PETUCTPATOP

PervcTpauna HOBOTO KIKMeHTa
lar 8 w3 12.

HoBkiH kKoY 30N AomKeH BEITE A0G3ENEH B XPaHKAKLLE KNHUEH,
E 0AHOM XPaHWANLLE MOKET COAEPMATECA HECKOALKD KAHoded 311,

YRAKWTE NOAHEIA MyTE K Gaiy AW cepuiHEIR HOMER aNNapaTHOro YCTPOMCTEE,
KOTOPOE BYAET HCNONLZ0BATECA ANA FeHEPaLKl kKodei 311,

ECAW ¥paHnAWLLE He CyLLecTEYET, ByAeT COSAAHO HOBOE,

ANNapaTHoe YeTpoHTED M

BE3FC138919E42 BriBpate...

Puc. 16. APM «Internet-bankuHr 1,151 KOpnopaTuBHbIX kJueHTOB (Web)». IlpenBapurtensnas peructpanus. lar 8 uz 11

PervcTpatop Ana baHKOBCKWA COTPY AHUKOE !El E
MNomowe
y
i I: PerMcTpauma HoBLIX Knodei 311
War4uma 7.

HOEBLIA COTPYAHME

HOERIA KMoy 20 gonsed Aeme 00AAENEH B XpaHHNAILE KNoY el
B ofHOmM HKpaH ndULE WMOHEeT COAepaTeCA HECKONBKD KNodeR 30

YHANMTE MOMHBIA MyTe K GE@ny Mnn cepuiHed HOMER aNNapaTHoro ¥ CTROACTEE,
KoTopoe By 08T HCNONBZ0EaTEC A ANA TeHEpaUMH koY el 300

HoERIA KMoy 311
ECnu XpaHnnIILEe HE CYILRCTEYRT, fiyneT co3gaHn Hosoe.

-

ANnNapaTHoe YCTRORCTED =

|

|

.l OBFD213968284A BrIGpaTk. ..
ANMWHUCTIMPOEAHKUE

knder 30
Hazapg, Enepepq, ’ JABEPIWHTE

MonydeHue pecypca: MoToeo (0.454 ¢

Puc. 17. APM «Perucrparop 1 0aHKOBCKHX COTPYAHHKOBY». IIpenBapurenbHas peructpanus. llar 4 u3 7

Ha cnenyromux marax perucrpanuu BaM HeoOXOANMO BBECTH HAMMEHOBaHME M Apojb K CO3aBaeMOMY KITIO-
gy OIL

Ecnu mpu BBOie HAMMEHOBaHUS KJII0oua B X paHUIIMIIE KITFOYeH y)Ke CYIIECTBYET KJII0Y ¢ TAKMM HaUMEHOBaHUEM,
TO B 3TOM CITy4ae Mepe3anict Kitoua He IPOU30UIET, 0 ueM OyJeT BBIIaHO COOTBETCTBYIOLIEE MPEAYPEKICHHE
(cm. puc. 18). B »stOoM cinyuae HEoOXOQMMO JIMOO TPHCBOUTH JPYroe HaWMEHOBAaHUE KIIOYY, JIMOO
MIpEeBApUTENbHO YAAINTh HEHYXKHBIH KiIrod M3 XpaHuiauma (cM. AnmuHucTpupoBaHue USB-TokeHOB
«MS_KEY K»).
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PyxoBoncTBO 10 pabote co cpeacTsom kpurnrorpadudeckoit 3amutel nHpopmarmn «MS_KEY K»

CwMbKa

KAKY C HIMMeHOEBaHWeEM "3000ToE MED" yae ecTh B XpaHunuwe, BeeanTe Apyroe
HAMMEHOEAHHE KNHDYa,

2aKPLITE

Puc. 18. Coobuienne 06 omudke

B ognom USB-tokene «MS_KEY K» MoryT copepkarbest kiatoun D11 OTBETCTBEHHBIX COTPYIHUKOB Pa3HBIX
KOPIIOPATHBHBIX KIIMEHTOB, 00CITY>KUBAEMBIX B pa3HBIX OaHKax C pa3HBIMH 3K3eMIUIApaMu cucTeMbl «iBank 2».

B mamsatu USB-tokena «MS KEY K» moxkeTr xpanutscs He Oonee 34 xmoueir DI, Brmrodas yaajicHHBIC.
[penynpexaeHne o mepernoIHeHNT TaMATH TOKEHA BBIIASTCS MIPH CO3/IaHUH ITOCIIEHETO BOZMOXKHOTO KITIOUA.
[Ipu ucueprnanny MaMsATH TOKEHAa HEOOXOMUMO OOPATHTHCS B OAHK JUIsl TOBTOPHON MHHUIIMAIN3AIMH TOKCHA.
[Tpu aToM Bce cyniecTByronHe Ha TokeHe Kiroun D11 OymyT ynaneHsl.

Buumanue!

st Toro 4To0BI Balll Mapoiib ObIT 0€30MACHBIM:

¢ IapoJjib HC NJOJLUKCH COCTOATh U3 OAHUX ]_II/I(l)p;

* TapoJb HE JOJDKEH OBITh CIHUIIKOM KOPOTKHM M COCTOSITh U3 CHMBOJIOB, HAXOAAIINXCS HA OJHON
JMHAH Ha KJIaBHATYPE;

¢ Iapojib AOJIKEH COACpKaThb B cebe Kak 3arjlaBHbIC, TaK U CTPOYHBIC 6yKBLI, I_II/I(l)pLI U 3HaKnu
MMPCIIMHAHUA;

* IapoJib HE JIOJDKEH OBITh 3HAYMMBIM CJIOBOM (Ballle UM, JIaTa POXKICHUS, 1CBUIbsT ()AMUIIUS HKCHBI
1 T.JI.), KOTOPOE MOXHO JIETKO TIOA00paTh WIN yraaaTh.

Buumanue!

HemnpasunsHo BBecTH mapois k kiouy O, kortopsnii Haxonutcess Ha USB-tokene «MS_KEY K», MmoxHO He
6omee 10 pa3 moapsa. [locme atoro kimou D11 610kupyeTcs HaBcera.

HUcnoan3oanne «MS_KEY K» npu Bxoae B cucreMy KOPIOPAaTHBHbBIX KJIMEHTOB

M 3arpy3ku APM koprniopatuBHbIX KnneHTOB (Internet-bankuar (Web), Internet-bankunr (java), PC-bankwunr,
H®K-Onnaiin), OnepaiiioHUCT WM AAMUHUCTPATOp OaHKa/(prinana NoAKIounTeCh K THTepHETY, 3aiycTHTe
Web-0pay3ep u nepeiigure Ha CTpaHHILy TS KIIMEHTOB WK AJIsl COTPYIHHUKOB OaHKa cucTteMbl «iBank 2 Barero
OaHKa.

onxnrounte USB-token «MS_KEY K» k USB-nopty komnerorepa.

Ha rnaBHo#l cTpanmue «iBank 2» BbiOepuTe HEOOXOOUMBIM MYHKT: OQOcC/ay:KHBaHHE KOPHOPATHBHBIX
kyneHToB (HoBast Bepcusi), O6cay:KuBaHNe KOPIOPATUBHBIX KJINEHTOB, LleHTp (pHAHCOBOI0 KOHTPOJIS
Omnuaiin, bankoBckuii onepaunoHucT Wi BaHKOBCKHHA AJMHHUCTPATOP B pE3ylbTaTe Yero CHadvala
3arpy3uTcsi cTaproBas html-ctpanuiia, a 4yepe3 15 — 30 cekyHn (B 3aBUCMMOCTH OT CKOPOCTH JOCTyNa K
WnTepHety) 3arpy3urcd 3ampamuBaemMbiii APM.

[TepBoe okao APM Bxoa B cucteMy, npenHazHadeHHOE 7S ayTeHTH()HUKAINN TTOIB30BaTeNs, IPECTABICHO
Ha puc. 19.
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PyxoBoncTBO 10 pabote co cpeacTsom kpurnrorpadudeckoit 3amutel nHpopmarmn «MS_KEY K»

R
iBank
AnnapatHoe yCcTpocTBO -
865FC158019E42 v OBHOBMTE
3onotoe M.K.(Kpokyc) -
HOBBIA KIWMeHT | Hoewi ity 30N | ¥Ynpaenexwve knouamm 301

Puc. 19. OxHo «Bxox B cucremy. Ayrentudukanus B iBank 2»

B sTom okHe H606XOZ[I/IMO BBIITIOJIHUTH CJICAYIOIUC HeﬁCTBHHZ

* B nosne Tun xpannauina BeiOepute AnmaparHoe yerpoicTso. B none Uaentudukarop orodpaszutcs
cepuiiHblii HoMep BeiOpaHHoro USB-TokeHa.

* IIpu wucnonb3oBanun USB-tokena, k koropomy 3aman PIN-kox, mocne BbIOOpa ycTpoiicTBa Ha
MIPEBIIYIIEM IIare MosABIsieTcs OKHO i1t BBofa PIN-koxa (cm. puc. 20).

Beoa PIN-koaa

IAEHTHRKKATOR ¥PAHKAKMLLA KNHOYE: 0C530015453 76035

PIM-k0A:

OTMeEHE

Puc. 20. Oxno «Bxon B cuctemy. Beox PIN-koaa»

* 13 cnucka mons Kawu BeiOepure HamMeHoBanue kiaroua Ol Ykaxure [Mapoas it moctyna
K BbIOpaHHOMY Kitouy. Ilpy BBOJE mapoisi yYWTHIBAIOTCS S3BIK (PYCCKWH/AHTIIMHCKUN) U PETHCTP
(3amaBHBIC/IPONIUCHBIC OYKBHI).

» JIns BXOJ1a B CHCTEMY Ha)KMHUTE KHOIIKY Bxog.

AnvmunucrpupoBanue «MS_KEY K»
Bo3moxnsr ciemyrontue aeicteust ¢ «MS KEY K» n kimrogamu OI1:
1. 3ananue PIN-koma noctyna k USB-tokenam «MS_KEY K» [19];
2. Ileuars ceprudukara xiaroua mpoepku JI1 [19];

3. Cwmena nmapouss aiis goctyna K kiarouy OI1 [20];

4

Cwmena HanmeHoBanus kiroda 11 [20];
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PyxoBoncTBo 1Mo pabdote co cpeactBom Kpurnrorpaduueckoit 3ammutel nHbopmarmn «MS_KEY K»

5. VYnanenwue ximroua I11 [20].
AnmuauctpupoBanne USB-tokenoB «MS_KEY K» ocymecrsisercsa:

* KoprnopaTtuBHbIMU KineHTamu B Internet-bankuure (Java), Permcrparope Ajisi KOPIOpPaTHBHBIX
kaueHToB (Web), PC-bankunre, H®K-Onnaiin;

* yacTHRIMH KiueHTamu B Internet-banknHre AJIS1 YaCTHBIX KJIIMECHTOB,;

* corpynHukamu Oanka B APM «Perucrparop A/1s1 0aHKOBCKHX COTPYIHHKOBY.
KOPIIOPATUBHBIE KJIMEHTbI
KoprnioparrBHbIe KIMEHTHI BBIOIHAIOT aIMUHIUCTPUPOBAHKE KITIOUEH B CIEAYIOUINX pa3jeax:

* Internet-bankuar (Java) — B paznene Kmoun III/AnmunuctpupoBanne kiaiodeid J11;

* Perucrparop 1y kopnopaTHBHBIX KIHeHTOB (Web) — myHKT YnpaBiaenue kiawodamu 1. Perucrparop
JIOCTYTICH Ha CTpaHuIle Bxona (cM. puc. 19).

Brinonnure cnenyroniye 1elCTBUS:

1. 3amyctute cooTBeTCcTBYyIOINNH APM.
2. VYkaxute THN XpaHWIna Kiaodeid 11 — AnmapaTrHoe ycTpoicTBO.

3. B mome Hmxke OTOOpasUTCS CEpUIHBI HOMEp MOAKIIOYEHHOT0 K KOMIBIOTepYy YycTpoiictBa. Ilpu
HEOOXOJMIMOCTH BBl MOXKETE BBIOpATH APYroe MOIKIIOYEHHOE YCTPOUCTBO, HaXKaB KHONKY Beiopars. [log
CepUIHBIM HOMEPOM 0TOOpasuTcs cnucok kioueit D11 (eMm. puc. 21).

i Ba n k PETUCTPATOP

ALMWUHUCTPUPOBaHWe Karodein 3

YKa¥WUTE TMMN XPaHWUAKMLLE Knrodeld 301
() Knkod Ha AWcke

O] AnnapaTtHoe ycTpoicTeo

865FC158919E42

HaumenoeaHue Knroua

Jonotoe M.HD.(Kpokyc) ~

KonuuecTeo KNOYed Ha annapaTtHom ycTpoAcTee: 1
CMeHuTs PIN Meyats CMeHUTL Naponb lNeperMeHOEaT YaanuTe

Puc. 21. APM «Internet-BaHKHMHT 1151 KOPNOPATUBHBIX KJIMEHTOB». AIMHHUCTPHUPOBaHue Kiaodeii D11

4. Bsibepute ko4 OI1 v U1 BBITIONIHEHUS HEOOXOIUMOTO JCHCTBUS HAXKMUTE COOTBETCTBYIOIIYIO KHOIKY
(Bo3MOXKHBIE feicTBuUsA ¢ Kimtodamu DOl cm. Ha cTtp [19]).

YACTHBIE KJIMEHTbI

1. Ilepeiinure B pa3aen YnpasiaeHue kiarwoyamu 1.

2. Honkmounte USB-Token «MS KEY K» k USB-nopty koMmnbroTepa.
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PyxoBoncTBO 10 pabote co cpeacTsom kpurnrorpadudeckoit 3amutel nHpopmarmn «MS_KEY K»

3. Bwibepute HeoOXoaMMOe IEHCTBUE, HAYKAaB COOTBETCTBYIOMIYIO CCHUIKY (CM. puc. 22 ).

VBak {53 HacTpoiiku (?) Cnpaeka
EAH K =% VBaxoBuy (=) CoobuleHns ¢® English (=
Ha rnasnyio KapTbi Cyera Mnatexu 1 nepeBogbl Haumcnenus Kpenutnbi LenosnTbl CnpaBo4HHKH

HacTtpoiika / Ynpaenexwe kmouamu 3

YnpaeneHwe kntouammn 3M1

3nech Bbl MOXETE CO3aBaTh HOBLIE KMOYW 3(1, a TaKKe aAMUHUCTPUPOBATL YiKE CYLUECTBYIoWMe Kmiodn 31
C030aTb K4K 3M1

SKCNODTUPOBATL CEPTUdINKAT

CMeHWTL Napons

CmeHuTL PIN

[epenMeHOBATb KITkY

YOanuTb KNy

Texnopneprxa O Banre [okymeHTauma 8-500-000-00-00 support@bankname.com Mepelimi Ha caiT BaHka

Copyright € 1999-2016 BIFIT MoBunsHaA BepcnA

Puc. 22. APM «Internet-BaHKHHI 151 YACTHBIX KJIMEHTOBY». Ynipasiienue kiardamu 11

4. Tlpousoiizer mepexo] HA CTPAaHUILY C BHIOpaHHBIM JelcTBHEM. B moje BrIOOpa ycTpoiicTBa 0ToOpasuTcs
CepUIHBII HOMEP MOIKII0YEHHOTO K KomnbioTepy USB-Tokena. [Ipu HeoOxoauMocTH BBl MOXKETE BHIOPATh
JIpyroe MOAKJIIOUYEHHOE ycTpoicTBO. [lon cepuiiHBIM HOMEPOM CTaHET NOCTYNEeH CHUCOK Kiroued OI1
BBIOPaHHOTO YCTPOMCTBA, IIe HE0OX0AUMO BEIOpaTh TpeOyeMblil kitod D11 1 BEIMOIHUTE COOTBETCTBYIOLIEE
nelictBue (BO3MOXKHBIE neiicTBus ¢ kirouamu D11 cMm. Ha cTp [19]).

BAHKOBCKHE COTPYJHUKH

1. 3amyctute APM  «Perucrparop aisi OAHKOBCKMX COTPYIHHKOB» U  BBIOCpHUTE  ITYHKT
AnmunucTpupoBanue kiarueii 11 (cm. puc. 23).

2. VYxaxwute Tun xpanunuma kiatoueit 11 — USB-TokeH uam cmapT-Kapra.

3. Bmone UaenTtudukarop oToOpasuTCs CEPUHBIN HOMED MOAKITIOUEHHOTO K KOMITBIOTEPY ycTpoicTa. [Ipn
HEOOXOAMMOCTH BBl MOXKETE BHIOPATH JPYTO€ MOAKIIOYEHHOE YCTPOHCTBO, HAXkaB KHONKY BbiopaTs. [1ox
CepUHHBIM HOMEPOM 0TOoOpa3uTces crucok Kirtodeit D11 B BEIOpanHOM XpaHUIHIIE;

4. Broibepute kiarod Ol u 11 BBINOJTHEHUS] HEOOXOAMMOTO JISHCTBUS HAXKMHUTE COOTBETCTBYIOIIYIO KHOII-
Ky (Bo3MOXHBIE eiicTBus ¢ Kimrodamu D11 cm. Ha ctp [19]).
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PyxoBoacTBo 1o pabdote co cpeactBom kpurrtorpadudeckoit 3amutsel nHbpopMmammn «MS_KEY K»

PerucTpaTop Ana 6aHKOECKWR COTPY JHHKOB H=] B3
MamMalk
iy ADMUHHCTPUPOBAHWE KNo4ei 31
b_d y
u YEEMMTE THN XPaHMNMILE KNoder 30
HOERIA COTRYAHME ) KMoy Ha aucke

@ ANNapaTHOe ¥ CTPORCTED
OEFD213968284A BrlGpaTe

HaumeHOBaHWE KNIYE 1

HoEwIA knioy 30

-

||
|
AOMMHHCTPHPOEAHHE
Kniader 300

CMeHWTE PIMN [MedaTte CMEHWTE NapOonke [MepeMMEHOBATE WAanuTe

Hazan Bnepen JABEDIIMTE

ManyeHye pecypea; FoToeo §0.094 ¢

Puc. 23. APM «Perucrparop 1/ 62aHKOBCKHX COTPYAHHKOB»

3AJAHHUE PIN-KOJA JOCTYIIA K «MS_KEY K»

st obecriedeHus JOTIOIHUTEIBHOM 3aIUTHI OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA K KitodaM I, xpansmmmcst
Ha USB-tokene «MS_KEY K», peann3oBana Bo3MoxHOCTH 3a1aBath PIN-kon mocTyma K ycTpoHCTBY.

[Ipu obpamennn k «MS _KEY K» c 3amanapiMm PIN-KomoM OTCYyTCTBYyeT BO3MOXKHOCTH MOJMYYEHHS CITHICKA
KITFOYel yCTPOUCTBA M KaKUX-THOO TeHCTBUI ¢ HUMH, O MOMEHTA BBoJla KOppekTHoro PIN-Kkosa.

PIN-kon k «MS_KEY K», eciiit OH ycTaHOBIIEH, 3alpalllMBaeTCs y TOIb30BaTeNs IPU BHITOTHEHUH CIETYIOINX
JIEUCTBUIA:

* ayTeHTHU(UKANHS B KITHCHTCKOM APM;
» obOpamierne k «MS_KEY K» B ciyuyae ero OTKIIOUEHHS B MOCIEAYIONIETO MOAKITFOUCHHS
+ obpamenne k «kMS_KEY K» B xo1e anMuHarcTpupoBanus kimtodeit OI1;

¢ NOANUCH JOKYMCHTOB U CUHXPOHHU3AIWA JaHHBIX C 0aHKOM BO BpEMsL pa6OTLI B PC-bankumnre.

Hna nasznauenust PIN-koma BeiOepute B crmicke TpeOyembrit kimod OIl u Haxmure kHonky Cmenutsh PIN
(Internet-bankunr (Java), Peructparop mis xopniopatuBHbIX kiueHToB (Web), PC-bankunr, LIOK-Ounnaiin,
peructparop O0aHKOBCKHX COTPYIHHMKOB) Wi CChUIKY CMenuTh PIN (web-uHTEpdeiic 4acTHBIX KJIUEHTOB),
IBaXx 6l BBeauTe HOBOE 3HaueHHe PIN-kona n Haxkmute kHONKY IIpunsaTs nin Cmenuts PIN.

PIN-kox momkeH cCOCTOSITh HE MEHEee YeM U3 6 CUMBOJIOB M MOXKET COAepKaTh JII0Oyr0 KoMOMHauuio u3 OykB,
uudp ¥ 3HAKOB NpeNUHAHMS (PEKOMEHIALNH 110 OPraHU3aMK TapoIbHON 3alIUTHl CM. Ha cTp [15]).

Haznauennsiit PIN-xon k «MS_KEY K» ynanuTh Henb35, €10 MOXHO JIMIITb CMEHUTh.

Buumanue!

Henpasunbao BBectd PIN-kox mocryma x «MS_KEY K» moxuo He Gonee 10 pa3 moapsia. [locne sToro
«MS_KEY K» Onokupyercs 11 HCIIOIB30BAHMUS.

INEYATH CEPTUDUKATA KJIIOYA ITPOBEPKHU 311

Bribepute B crnmicke TpeOyemblii kmou Ol m Haxmurte kHOnky Ilewars WM cchUIKy DKCOOPTUPOBATH
ceprudukar B RTF. VYkaxure mapoms mist goctyna k kmouy OIl. Haxkmurte knHomky IIpunsiTs WiIn
IxcnopTupoBarth ceprudukar B RTF.
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CMEHA ITAPOJIA JOCTVYIIA K KJIIOUY 311

Bri6epure B crincke TpeOGyembrit kirod D11 n HaxkMuTe KHOKY CMEHUTH AP O0JIb WITH CChUTKY CMEHUTD TapOJIh.
VYkaxkute TeKyuii napons kiatoda 11 u nBaxasl — HOBBIN napois. Haxxmure kHonky IIpunsaTes wivn CMeHUTH
napoJb.

CMEHA HAMUMEHOBAHMUSA KJIIOYA 311

BribepuTte B cincke TpeOyemblit kitou D11 n HaxkmuTe KkHOTIKY [lepenMenoBaTh win cChuIKy I[lepenMeHoBaTh
KJII04. YKa)KMTe Tapoiib A AocTyma K kiatouy D11 u HoBoe HaumeHoBaHMe kitoda D11 B Xpanumnuine kiroueit.
Haxxmure kHonky IlpunsiTh win IlepenmeHoBaTh KJII04.

YIAJIEHHUE KJIIOYA 311

Brnumanue!

Ecmm xmrou OI1 ymanute u3 XpaHWuIna Kirodeil, BOCCTAHOBUTH €ro OyZieT HeBO3MOXKHO. [loaToMy ymansaTe
MOKHO KJIFOUH, KOTOPBIE B JaJIbHEHIIIEM He OyIyT HCIIOIb30BaThCs P paboTe ¢ CUCTEMOH (KITFOUH C HCTEKILINM
CPOKOM AEHCTBHS, CKOMIPOMETHPOBAHHBIE KIIOUH U T.1I.).

Bri6epure B crimcke Tpebyemsbrit kirtod D11 i Ha)kMHTe KHOTIKY YAAJIUTH WITH CCHUIKY YIAJIUTh KITF0Y. YKaKUTE
naponb i gocryna kK kimoay Ol [locme waxkatwst xkHomky IIpuHATH Win YIaJauTh KII0Y K09 OyIeT
0€3B03BpATHO yIaJIeH U3 XPaHUIUILA KIIOUEH.

IHoaTBepkaenne 1okyMeHTOB B Internet-bankuHre 1y 4aCTHBIX KJIMEHTOB

YacTHble KIMEHTHI MOTyT ucnonb3oBaTh USB-tokens «MS_KEY K» mist moanucu 3neKTpoHHBIX JOKYMEHTOB
cBoeil OIl ans oTnpaBku JoKyMeHTa B OaHK. DyHKIMOHAN TOCTYNEH MpPHU COOTBETCTBYIOIIMX HACTpOMKax
Internet-bankuHra.

[Mommucs moxymenTa B Internet-baHkuHTe 11T YaCTHBIX KJIMEHTOB OCYIIECTBIISIETCS] HA BTOPOM IIIare CO3JaHHs
nokymeHTta (cM. puc. 24). Jlnsg moxmucu u oTmpaBKu TokyMeHTa mofkatounte TokeH «MS KEY K» k USB-
MTOPTY KOMITHIOTEpa — B TI0JI€ BRIOOPA aIllTapaTHBIX yCTPOWCTB OTOOPAZUTCS CEPUITHBII HOMEP TOAKITIOYEHHOTO
ycTpoiictBa. Breibepute xmrod DI, KOTOPBIM BRI XOTHUTE TMOAIMKCATH JOKYMEHT, YKaKUTE Maposib K HEMY U
Ha)XMUTE KHONIKY OTHPaBUTh B 0aHK.
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EAH K WBan 5% HacTpoiikn
WBaHoBMY ©) Coobluetna £® English (=
Ha rnasxyto KapThl Cyeta lNnarexu n nepesogb! Hauncnenus Kpeouthi Jenosurb CnpaBoyHHKn

Mnatexu u nepeeoasl / Mow

3aasneHue N 4 ot 04.04.2016 Ha onnaTy yenyr

Kateropua MoBUNLHaR CBA3bL

Monyyatens MTC

CyeT nonyyatena 40702510400180001771

Wroro ByneT cnucaHo 100.00 RUR

Cnucarb co cyeTa 408175810900000000001 RUR (Moi nepBbli cyeT)

[etanu nnatexa

[ata onnatsbl 04.04.2016
Koa aGoneHTta 916
Homep Tenedona 8(916)245-87-47

MopTeepKaeHWe cornacus ¢ Tapudamu GaHka

C Tapudamun GaHka Oa
03HAKOMIIEH W COTNaceH

MoaTeepxaeHne ANsa oTnNpaskKn B BaHK

USB-ToKeH unu cmapT-KkapTa 865FC158919E42 OO0HOBUTE

Maponb

COXQBHMTI: KaK WaGNoH

Texnognepxea O baHke DokymeHTaumus 8-800-D00-00-00 support@bankname_com MNepeiTu Ha caiT BaHka

6 BIFIT MoBunkLHan sepcua

Puc. 24. Internet-bankunr st yacTHbIX kKJaueHTOB. Iloanuce nokymenrta JII kiauenrta
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